Linux Troubleshooting

1. Permission Denied (EACCES):

o Error: This error occurs when a user attempts to access a file or execute
a command without the necessary permissions.

o Solution: Ensure that the user has appropriate permissions for the file
or command. Use chmod to change file permissions or sudo to execute
commands with elevated privileges.

* Example:

[*) Copycode

bash

$ cat /etc/shadow

cat: fetc/shadow: Permission denied

Solution:

bash [°) Copycode

$ sudo cat /etc/shadow

2. File Not Found (ENOENT):

o Error: Indicates that the specified file or directory does not exist.

o Solution: Check the file path for typos or verify that the file exists in
the specified location.

* Example:

bash (%) Copycode

$ 1s /path/to/nonexistent/file
1ls: cannot access : No such file or direg




3. Command Not Found:

o Error: Occurs when trying to execute a command that doesn't exist in
the system's PATH.

o Solution: Ensure that the command is installed or provide the full path
to the command.

* Example:

bash °] Copy code

$ gitx
bash: gitx: command not found

4. Syntax Error:

o Error: Occurs when there's a syntax mistake in a script or command.

o Solution: Review the syntax of the command or script and correct any
errors.

* Example:

bash [°] Copy code

$ echo Hello World

bash: syntax error near unexpected token

5. Disk Full (ENOSPC):

o Error: Indicates that the disk or filesystem has run out of space.

o Solution: Free up disk space by deleting unnecessary files or increasing
the disk size.

* Example:

bash ] Copy code

$ touch file
touch: cannot touch : No space left on device




6. Permission Denied (EPERM):

o Error: Indicates a lack of permissions to perform a specific operation.
o Solution: Ensure that the user has appropriate permissions or
use sudo to execute the operation with elevated privileges.

* Example:

bash ] Copycode

$ chown root:root /etc/shadow

chown: changing ownership of : Operation not permitted

Solution:

bash ) Copycode

$ sudo chown root:root /etc/shadow

7. Invalid Argument:

o Error: Occurs when an invalid argument is passed to a command or
function.
o Solution: Verify the arguments provided and ensure they are valid.

* Example:

bash ] Copy code

$ rm -r /path/to/nonexistent/directory

rm: cannot remove : No such file or




8. File Already Exists:

o Error: Indicates that a file or directory with the same name already
exists.

o Solution: Rename or delete the existing file before creating a new one
with the same name.

* Example:

bash [°) Copy code

$ touch file

touch: cannot touch : File exists

9. Operation Not Permitted (EACCES):

o Error: Occurs when attempting to perform an operation without the
necessary permissions.

o Solution: Ensure that the user has appropriate permissions to perform
the operation.

* Example:

bash [°] Copy code

$ mkdir /root/test

mkdir: cannot create directory : Permission denied

10. Resource Busy (EBUSY):

o Error: Indicates that a resource is currently in use and cannot be
accessed.

o Solution: Wait for the resource to become available or terminate the
process holding the resource.

* Example:

bash ¥ Copy code

$ umount /mnt

umount: /mnt: target is busy




11. No Such User:

o Error: Occurs when trying to perform an operation involving a non-
existent user.
o Solution: Verify that the user exists or provide the correct username.

* Example:

bash ) Copycode

$ sudo userdel nonexistinguser

userdel: user does not exist

12. Permission Denied (ESRCH):

o Error: Indicates that the requested process does not exist or has
insufficient permissions to be manipulated.

o Solution: Ensure that the process exists and that the user has
appropriate permissions.

* Example:

bash ) Copy code

$ kill 12345
bash: kill: (12345) - No such process

13. Operation Timed Out:

o Error: Occurs when an operation takes longer than the specified
timeout period.

o Solution: Retry the operation or increase the timeout value if
applicable.

bash ) Copy code

$ ssh user@host
ssh: connect to host example.com port 22: Connection timed out




14. Permission Denied (EPERM):

o Error: Similar to EACCES, this error indicates a lack of permissions to
perform an operation.

o Solution: Ensure that the user has appropriate permissions or
use sudo to execute the operation with elevated privileges.

* Example:

bash ] Copy code

$ chroot /mnt

chroot: failed to run command : Permission denied

15. No Such File or Directory (ESRCH):

o Error: Indicates that the specified file or directory does not exist.

o Solution: Check the file path for typos or verify that the file exists in
the specified location.

* Example:

bash ) Copy code

$ cd /path/to/nonexistent/directory

bash: cd: /path/to/nonexistent/directory: No such file or directory

16. Connection Refused:

o Error: Occurs when a connection to a remote host is actively refused.

o Solution: Ensure that the remote service is running and that the
firewall allows connections to the specified port.

* Example:

bash ) Copy code

$ telnet example.com 22

Trying 203.0.113.1...

telnet: Unable to connect to remote host: Connection refused




17. Read-only File System (EROFS):

o Error: Indicates that the filesystem is mounted as read-only and cannot
be modified.

o Solution: Remount the filesystem with write permissions or resolve any
underlying disk issues.

* Example:

bash [*) Copy code

$ touch /mnt/read-only-file
touch: cannot touch : Read-only file system

18. Connection Reset by Peer:

o Error: Indicates that the connection to a remote host was unexpectedly

closed by the peer.
o Solution: Check network connectivity and ensure that the remote
service is functioning correctly.

* Example:

bash ) Copy code

$ ssh user@example.com

ssh: connect to host example.com port 22: Connection reset by peer

19. Too Many Open Files (EMFILE):

o Error: Indicates that the maximum number of open file descriptors has
been reached.

o Solution: Close unused file descriptors or increase the system's limit on
open files.

* Example:

bash ) Copy code

$ cat fdev/zero > /dev/null &
[1] 12345

$ cat: /dev/null: Too many open files




20. Connection Timeout:

o Error: Occurs when a connection attempt to a remote host exceeds the
specified timeout duration.

o Solution: Check network connectivity and ensure that the remote host
is reachable.

* Example:

) Copycode

bash

$ ping example.com

ping: sendmsg: Operation not permitted

21. Invalid Option:

o Error: Occurs when an invalid option is provided to a command.
o Solution: Check the command syntax and provide valid options.

* Example:

bash ] Copycode

$ 1s -r

1s: invalid option --

22.No Space Left on Device (ENOSPC):

o Error: Indicates that there is no more space available on the device or
filesystem.

o Solution: Free up disk space by deleting unnecessary files or
expanding the filesystem.

* Example:

bash ) Copycode

$ dd =/dev/zexro of=/tmp/bigfile bs=1M count=1024

dd: error writing : No space left on device




23. Operation Not Permitted (EPERM):

o Error: Indicates a lack of permissions to perform a specific operation.
o Solution: Ensure that the user has appropriate permissions or
use sudo to execute the operation with elevated privileges.

* Example:

bash ) Copy code

$ mount /dev/sdal /mnt

mount: only root can that

24. Host Unreachable:

o Error: Occurs when a network host is unreachable.

o Solution: Check network connectivity and ensure that the remote host
is up and running.

* Example:

bash [®) Copy code

$ ping nonexistenthost

ping: nonexistenthost: Name or service not known

25. Broken Pipe:

o Error: Indicates that a pipe or socket connection has been broken.

o Solution: Retry the operation or handle the broken pipe error
gracefully in the application code.

* Example:

bash ] Copy code

$ ssh user@example.com

Write failed: Broken pipe




26. Segmentation Fault:

o Error: Occurs when a program attempts to access memory it shouldn't,
resulting in a crash.

o Solution: Debug the program to identify and fix memory-related
issues.

* Example:

bash [°) Copy code

$ ./myprogram

Segmentation fault (core dumped)

27. Read-only File System (EROFS):

o Error: Indicates that the filesystem is mounted as read-only and cannot
be modified.

o Solution: Remount the filesystem with write permissions or resolve any
underlying disk issues.

* Example:

bash [5) Copycode

$ echo > /mnt/read-only-file
bash: /mnt/read-only-file: Read-only file system

28. Permission Denied (EACCES):

o Error: Indicates a lack of permissions to perform a specific operation.
o Solution: Ensure that the user has appropriate permissions or
use sudo to execute the operation with elevated privileges.

* Example:

bash () Copy code

$ chmod T77 /root/private-file

chmod: changing permissions of : Opexration not p




29. No Such File or Directory (ENOENT):

o Error: Indicates that the specified file or directory does not exist.

o Solution: Check the file path for typos or verify that the file exists in
the specified location.

* Example:

bash () Copy code

$ cat /path/to/nonexistent/file

cat: /path/to/nonexistent/file: No such file or directory

30. Operation Not Supported (EOPNOTSUPP):

o Error: Occurs when attempting to perform an operation that is not
supported by the system or device.

o Solution: Use a different method or tool to accomplish the task, as the
operation is not supported.

* Example:

bash () Copy code

$ mount -o remount,rw /dev/sdal

mount: /dev/sdal: can

These are some of the common Linux errors you might encounter, along with their
solutions and examples. Remember to investigate the specific circumstances
surrounding each error to determine the best course of action for resolving it.



